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1. Introduction 

SandBl0x Corp Project Management Services, FZCO ("SandBl0x", "we", "us", or "our") 

respects your privacy and is committed to protecting personal data processed in connection 

with the website available at https://sandbl0x.com/ (the "Website"). 

This Privacy Policy explains what personal data we collect, how we use it, who we share it 

with, how long we keep it, and what rights you have. 

This Policy is intended to comply with the United Arab Emirates Federal Decree-Law No. 45 

of 2021 on the Protection of Personal Data (the "UAE PDPL"), as well as with the European 

Union General Data Protection Regulation 2016/679 ("GDPR") to the extent it applies to 

visitors located in the European Economic Area or the United Kingdom. 

2. Data Controller 

The data controller for any personal data processed in connection with the Website is: 

 
SandBl0x Corp Project Management Services, FZCO 

Dubai Silicon Oasis, DDP, Building A1 

Dubai, United Arab Emirates 

Trade License No. 37661 

TRN 104466451200003 

Email: contact@sandbl0x.com 

3. Scope 

This Privacy Policy covers personal data processed through: 

• The contact form available on the Website 

• Technical interactions necessary to display the Website and protect it against abuse 

• Direct communications with us by email at contact@sandbl0x.com 

This Policy does not cover personal data processed under separate service agreements 

between SandBl0x and its corporate clients, which is governed by the relevant contractual 

arrangements. 

4. Personal Data We Collect 



4.1 Information you provide via the contact form 

When you submit an inquiry through our contact form, we collect: 

• Your name 

• Your company name 

• Your role or position (optional) 

• Your business email address 

• Your phone number (optional) 

• The country of incorporation of your company (optional) 

• A description of your use case or inquiry 

• Any other information you choose to include 

4.2 Information you provide by email 

If you contact us directly by email, we collect the information contained in your message, 

including your email address and any personal data you choose to share. 

4.3 Technical information 

When you visit the Website, our hosting provider and our anti-abuse service collect limited 

technical information necessary for the Website to function and to be protected against 

automated attacks. This includes your IP address, browser type, device information, referring 

URL, and timestamps. 

We do not use analytics tools, tracking pixels, or behavioral advertising technologies on the 

Website. 

5. Purposes and Legal Bases for Processing 

Purpose Legal basis (GDPR) Legal basis (UAE PDPL) 

Responding to your contact inquiry 
and assessing a potential business 
relationship 

Pre-contractual measures 
at your request (Art. 6(1)(b) 
GDPR) and our legitimate 
interest in handling inquiries 
(Art. 6(1)(f) GDPR) 

Necessity for the 
performance of a contract 
or pre-contractual steps, 
and our legitimate interest 

Protecting the Website against 
fraud, automated abuse, and 
security threats 

Our legitimate interest in 
maintaining a secure 
Website (Art. 6(1)(f) GDPR) 

Our legitimate interest and 
compliance with legal 
obligations 

Complying with applicable legal and 
regulatory obligations 

Legal obligation (Art. 6(1)(c) 
GDPR) 

Compliance with legal 
obligations 

Maintaining records of 
communications for the duration set 
out in Section 8 

Our legitimate interest in 
maintaining a record of 
business communications 

Our legitimate interest 

 
We do not use your personal data for direct marketing, profiling, automated decision-making, 

or any purpose unrelated to your inquiry without your explicit consent. 



6. Recipients of Your Personal Data 

Personal data submitted via the Website is accessed only by: 

• Authorized personnel of SandBl0x acting on a need-to-know basis 

• Our service providers acting strictly as data processors on our behalf (see Section 7) 

We do not sell, rent, or trade personal data. We do not share personal data with third parties 

for their own marketing or commercial purposes. 

We may disclose personal data to competent authorities where required by applicable law or 

in response to a valid legal request. 

7. Third-Party Processors 

We rely on the following service providers to operate the Website and process inquiries: 

7.1 Website hosting: OVH 

The Website is hosted by OVH (OVH SAS or its affiliates), a hosting provider headquartered 

in France. OVH processes technical data (such as server logs and IP addresses) as a data 

processor on our behalf. OVH's privacy practices are available at ovhcloud.com/en/personal-

data-protection. 

7.2 Anti-abuse protection: Google reCAPTCHA 

The contact form is protected by Google reCAPTCHA, a service provided by Google LLC 

(United States) and Google Ireland Limited (European Economic Area). reCAPTCHA collects 

technical information about your interaction with the Website (including IP address, browser 

data, mouse movements, and similar signals) to detect and prevent automated abuse. This 

information is processed by Google in accordance with its own privacy policy. 

Google's Privacy Policy: https://policies.google.com/privacy 

Google's Terms of Service: https://policies.google.com/terms 

7.3 Email and productivity: Google Workspace 

Email communications, including inquiries received via the contact form, are processed using 

Google Workspace, a service provided by Google LLC (United States) and Google Ireland 

Limited (European Economic Area), acting as a data processor under a Data Processing 

Addendum with us. 

8. Data Retention 

We retain personal data only for as long as necessary to fulfil the purposes for which it was 

collected, including any legal, accounting, or reporting requirements. 

Type of data Retention period 

Contact form submissions and email inquiries that did not 
result in a business relationship 

24 months from the date of last 
contact 

https://www.ovhcloud.com/en/personal-data-protection/
https://www.ovhcloud.com/en/personal-data-protection/
https://policies.google.com/privacy
https://policies.google.com/terms


Type of data Retention period 

Communications with corporate clients with whom a 
business relationship was established 

Duration of the contractual 
relationship plus the applicable legal 
retention period 

Technical logs and security data Up to 12 months 

 
After expiry of the retention period, personal data is deleted or anonymized. 

9. International Data Transfers 

Some of our service providers are located outside the United Arab Emirates and outside the 

European Economic Area, in particular Google LLC, headquartered in the United States. 

Where personal data is transferred outside the European Economic Area, the United Kingdom, 

or the United Arab Emirates, we rely on appropriate safeguards, including (as applicable) 

European Commission Standard Contractual Clauses, adequacy decisions, or equivalent 

legal mechanisms provided by the relevant data protection framework. 

You may request information about these safeguards by contacting us at 

contact@sandbl0x.com. 

10. Cookies and Similar Technologies 

The Website uses only strictly necessary technical cookies and similar technologies, namely 

those set by Google reCAPTCHA to protect the contact form against automated abuse. 

We do not use analytics cookies, advertising cookies, or behavioral tracking cookies. 

Because we use only strictly necessary technologies, prior consent is not required under most 

applicable privacy frameworks. However, you can configure your browser to block or delete 

cookies. Note that blocking reCAPTCHA cookies may prevent the contact form from 

functioning. 

11. Your Rights 

Subject to applicable law, you have the following rights in relation to your personal data: 

• Right of access: to obtain confirmation of whether we process your personal data 
and, if so, to receive a copy of that data 

• Right to rectification: to request correction of inaccurate or incomplete personal 
data 

• Right to erasure: to request deletion of your personal data in certain circumstances 

• Right to restriction: to request that we limit the processing of your personal data in 
certain circumstances 

• Right to object: to object to processing based on our legitimate interest 

• Right to data portability: to receive your personal data in a structured, commonly 
used, machine-readable format (where applicable) 



• Right to withdraw consent: where processing is based on consent, you may 
withdraw your consent at any time without affecting the lawfulness of processing 
carried out before withdrawal 

To exercise any of these rights, please contact us at contact@sandbl0x.com. We may request 

information to verify your identity before responding to your request. 

If you are located in the European Economic Area or the United Kingdom, you also have the 

right to lodge a complaint with your local data protection authority. If you are located in the 

United Arab Emirates, you may lodge a complaint with the UAE Data Office. 

12. Security 

We implement appropriate technical and organizational measures to protect personal data 

against unauthorized access, alteration, disclosure, or destruction. These measures include 

access controls, encryption in transit, secure email infrastructure, and ongoing review of our 

security practices. 

No method of transmission over the Internet or method of electronic storage is fully secure. 

While we strive to protect personal data, we cannot guarantee absolute security. 

13. Children's Data 

The Website is intended for corporate audiences and is not directed at children under the age 

of 18. We do not knowingly collect personal data from minors. If you believe that we have 

inadvertently collected such data, please contact us so that we can delete it. 

14. Changes to this Privacy Policy 

We may update this Privacy Policy from time to time to reflect changes in our practices or 

applicable law. The revised version will be posted on this page with an updated "Last updated" 

date. We encourage you to review this Policy periodically. 

15. Contact and Complaints 

For any question, concern, or request relating to this Privacy Policy or to the processing of 

your personal data, please contact us at: 

 
SandBl0x Corp Project Management Services, FZCO 

Dubai Silicon Oasis, DDP, Building A1 

Dubai, United Arab Emirates 

Trade License No. 37661 

TRN 104466451200003 

Email: contact@sandbl0x.com 


